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Abstract

Audits have long been used as a tool for checking that safety management processes are being followed and system 
safety principles applied, to provide senior managers with assurance that safe outcomes occur by design and not by 
luck.  In a complex hierarchical organisation, the tendency is for audits to concentrate on safety management systems 
based on individual units within the hierarchy, rather than the activity of the organisation as a whole.  In the UK 
Ministry of Defence, a new approach to assurance is being tested that looks at the effectiveness of safety management 
processes end-to-end across the Ministry's shipping activities.  This paper describes the end-to-end assurance review 
framework and the results that have been obtained thus far and argues that the end-to-end framework provides a better 
basis for provision of assurance than the audit system.

Introduction

Any enterprise requires governance: a structure for setting its objectives, directing how those objectives will be met, 
and monitoring its performance in meeting them.   The requirement for governance mechanisms is well understood in 
many areas of management, especially in financial management with the introduction of the US Sarbanes-Oxley Act 
and the UK Combined Code (refs. 1 & 2).  However, governance is also very relevant in the area of safety.  In the UK 
this has been brought to the fore by the new offence of Corporate Manslaughter (ref. 3).  With effect from the 6 April 
2008, it has become very much easier for a corporation to be prosecuted when the way in which its activities are 
managed or organised causes a person’s death.

Assurance is a vital part of the governance process.  As a feedback mechanism, it gives senior managers confidence 
that their direction is being followed appropriately and that the performance reports they receive are credible.  One of 
the main approaches to providing assurance is through audit.  Audit can be described as any formal examination that 
assesses and reports upon the adequacy and effectiveness of a process and its ability to meet required outcomes and 
objectives.  Most often an audit is carried out by comparing a process against some standard.

Audits have traditionally been used as the main means of providing assurance of the safety of the activities of the UK 
Ministry of Defence (MOD).  Project teams and other organisational units are audited against safety policy or process 
documents, and the results aggregated into the annual report of the Defence Environment and Safety Board (DESB). 
The inputs to this report are grouped both by organisational area and by functional area.

While the existing safety assurance approach has driven many improvements in safety governance, senior managers 
have raised concerns that it may not be giving as full a picture as could be desired.  The Ministry has a very complex, 
deeply hierarchic organisational structure, with a great many internal organisational interfaces.  The structure is the 
result  both  of  the history  of  the  Ministry  and  the way that it  is  optimised to  respond to military and  political 
imperatives  such  as  effective  operational  command  and  efficient  acquisition  of  defence  materiel.   The  current 
assurance framework gives good assurance of  safety management within organisational  units but is  not good at 
highlighting deep interface issues between them.  In many cases, different units carry out activities that must be 
coordinated  to  achieve a  safe  outcome, such  as  equipment  specification,  procurement,  training,  documentation, 
operation and modifications.  Uncoordinated activities in different areas of the organisation has contributed to several 
recent fatal accidents, for which the Ministry received Crown Censures1.  To avoid future accidents happening due to 
similar factors, there is a need for assurance that safety is being managed appropriately not just within organisational 
units, but across the whole enterprise.

1 Section 48 of the UK Health and Safety at Work etc Act 1974 precludes prosecution of the Crown for 
offences under the Act.  Crown Censures are issued to recognise that a Crown body such as the MOD has 
committed a breach that would otherwise have resulted in prosecution with a realistic prospect of conviction.



End-to-End assurance seeks to resolve the problems of applying the traditional, top-down assurance approach to a 
complex organisation by using a more holistic, capability-based approach.  This paper describes the background to the 
issue in the UK Ministry of Defence, and how End-to-End assurance is being approached in the Ship Safety domain 
within the Ministry.

Safety Governance Organisation within the Ministry of Defence

The MOD has a complicated and hierarchical organisation.  It is headed by the Secretary of State for Defence, an 
elected politician.  The Secretary of  State sets the overall safety policy for  the MOD and delegates the duty of 
implementing this policy via the Permanent Under Secretary (a civil servant) to the heads of high-level groupings 
called Top Level Budgets (TLBs).  He also makes separate delegations for the duties of putting in place policies, 
regulation, standards and working practices via the 2nd Permanent Under Secretary to the Chairs of seven Functional 
Safety Boards (FSBs).  These two separate lines of delegation are known as “ensurance” and “assurance” respectively, 
as shown in Figure 1.  
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Figure 1 — Delegation of Safety Responsibilities

There is a principle of separation of responsibility between those who are responsible for the delivery of Defence 
Capability and those responsible for policy, regulation and standards.  The ensurance line carries out actions to make 
safety happen,  and reports on  their  performance.   The assurance  line  carries out  independent activities  to  build 
confidence that what the ensurance line is doing is adequate to ensure safety.  Both lines report into the Defence 
Environment  and  Safety  Board,  which  provides direction,  sets objectives,  monitors,  reviews and  reports  to  the 
Defence Board on safety and environmental protection performance.  These arrangements are described in JSP 815 
(ref. 4).
 
Top Level Budgets:  The TLBs include Centre, Defence Estates, Defence Equipment & Support (DE&S), Science 
Innovation & Technology (SIT), the Permanent Joint Headquarters (PJHQ), AIR, FLEET and LAND.   A number of 
these are relevant to the Ministry’s shipping activities.  The Central TLB sets capability requirements and controls 
funding allocation at the top level.  Defence Equipment & Support is responsible for procuring military services and 
equipment (including ships) and supporting them while in service, runs the Naval Bases and carries out the majority 
of system safety work.  The SIT TLB conducts research that will inform system requirements and may provide new 



solutions for mitigating hazards.  FLEET, including the Royal Navy, Royal Marines and the Royal Fleet Auxiliary, is 
the organisation that actually operates the majority of the shipping.  Its personnel are therefore exposed to the greatest 
risk from shipping activities.  Several of the other TLBs (including PJHQ and LAND) also conduct some activities 
which come under the scope of MOD Shipping.

Within each TLB is a deep hierarchy of organisational units.  In DE&S for instance, there may be three levels of 
hierarchy in between the Chief of Defence Materiel (the TLB Holder), and the leader of an Integrated Project Team or 
Output Business Unit.  Typically there would be a further hierarchy down to the working level within each project 
team.

Functional Safety Boards:  The seven Functional Safety Boards  are the Land Systems Safety Board, the MOD 
Aviation  Regulatory  and  Safety Board,  the Ship  Safety Board  (SSB), the  Defence Ordnance Safety Board,  the 
Defence Nuclear Environment and Safety Board, the Occupational Health and the Safety Board and Sustainable 
Development and Environment Board.  While the SSB has shipping activities as its prime focus, there are overlaps of 
interest with each of the other functional areas.

Each Functional Safety Board sets in place its own regulatory regime where necessary, to control those activities 
within its functional domain that are not already regulated by law.  The Secretary of State’s policy drives the MOD to 
implement systems that are at least as good as would be required by legislation, so far as is reasonably practicable (ref. 
5).  The internal regulatory regimes in the MOD therefore differ, because they are benchmarked against different civil 
regulatory regimes.  The SSB’s regime is laid out in JSP 430 – Ship Safety Management (ref. 6).

Project management responsibility for a typical military equipment project in the MOD is normally focussed on the 
leader of an Integrated Project Team or Output Business Unit hosted within DE&S, but stakeholders from many other 
TLBs and project teams are likely to be involved.  In general, the Central TLB sponsors projects, DE&S is responsible 
for their material aspects and an end-user TLB such as FLEET is responsible for their operation.  This can lead to 
issues of multiple ownership of a project.

A particular feature of maritime projects in the MOD is a separation between platform teams, which provide whole 
ships  or  boats,  and  equipment teams, which provide subsystems (potentially for  multiple platform types).   The 
principle of platform primacy is normally applied to allocate responsibilities.

Just as there are many stakeholders involved in the delivery of most projects, projects may fall into the domain of 
several different Functional Safety Boards.  In this case, a lead Board would be nominated, based on the type of 
hazards that were dominant in the system.

The Current Assurance Model

In the ensurance line, authority for managing safety is delegated down the line management chain within each Top 
Level Budget.  Reporting of risks and performance against safety management metrics is passed back up the same 
management chain, with the results aggregated at each level of the hierarchy.  In theory, this means that the reports 
given to senior managers should reflect a 100% coverage of the organisation.

Within TLBs,  safety teams conduct audit against the TLB’s own processes and policy.   Project teams also seek 
assurance from Independent Safety Auditors that  safety activities comply with the planned arrangements for  the 
project, are implemented effectively and are suitable to achieve objectives; and whether related outputs are correct, 
valid and fit for purpose.

The assurance line seeks to give senior managers confidence in the reports received from the ensurance line.  The 
Functional Safety Boards carry out audits to check that the ensurance reports from TLBs are representative and that 
FSB policies are being followed.  As the FSBs have limited resource, they audit on a sampling basis.  These audits 
generally focus on particular organisational units and are prioritised according to the level of risk being managed in 
that area.  Depending on the functional area, audits might cover 10 – 30% of the organisation each year.  While the 
entire organisation ought to be audited over the course of a number of years, in practice this is unlikely to happen, 
both due to risk-based prioritisation and frequent changes of organisational structure within the Ministry.
 
The current system is reasonably effective in providing assurance that each unit of the organisation is behaving as it 
should.  However, it does not demonstrate that the organisation as a whole is behaving as required.  As an example, if 



an accident occurs on a ship, this would be reported through the FLEET organisation.  Once the factors contributing 
to the accident had been investigated, it might be found that some changes were necessary to the design of a piece of 
equipment (managed  by  DE&S),  to  user  training  (managed by  FLEET) or  to  the basic capability  requirements 
(managed by the Centre).  Even if 100% audit coverage were possible, auditing individual units would not give 
confidence that such issues are being managed properly across the interfaces between organisations, either within or 
between TLBs.

The Ship Safety Board End-to-End Assurance Model

The SSB seeks to answer the question “Is MOD shipping being managed safely?” The letter of delegation to its 
Chairman requires it to report assurance of this to the DESB.  The MOD’s complex organisational structure, which 
has evolved to deal with both the challenges of conduct of operations and the challenges of efficient acquisition of 
equipment, is not necessarily optimised for efficient management of safety.  A single ‘maritime safety management 
system’ does not exist explicitly but is in effect a federation of safety management systems operated by the various 
organisational pillars.  The Ship Safety Board therefore needed to generate a framework or model against which it 
could judge the overall effectiveness of ship safety, without imposing an additional layer of management which could 
confuse lines of accountability.

In developing an appropriate model, a number of sources relevant to the management of high-hazard activities were 
examined.   Among  these  were the Health  & Safety  Executive  (HSE)  publication  “Successful  Health  & Safety 
Management” (HSG 65),  the International Maritime Organisation (IMO) International Safety Management (ISM) 
Code and the Licence conditions applied to the management of UK Nuclear facilities (refs. 7, 8 and 9).

HSG 65 lays great emphasis on the design and implementation of effective risk control systems (RCSs).  The purpose 
of such control systems is to make sure that appropriate workplace precautions are implemented and kept in place. 
HSG 65 gives examples of possible RCSs associated with inputs, processes, and outputs from an organisation.

The concept of risk control systems working as defensive layers against major accidents is developed in another HSE 
publication, HSG 254, produced jointly with the Chemical Industries Association.  This refers to James Reason’s 
“Swiss Cheese Model”, postulating that “(major) accidents result when a series of failings within several critical risk 
control systems materialise concurrently”.   The path of an accident sequence from the occurrence of a hazard to a 
harmful event is blocked by a stack of cheese slices representing the scope of each RCS.  Holes in the cheese represent 
defects in the RCS or gaps in coverage.  Most trajectories between a hazard and the occurrence of harm are blocked 
by at least one RCS, but where the holes in each layer align, there is no defence and an accident may occur.  HSG 254 
focuses on developing proactive and reactive indicators to monitor the RCS performance (ref. 10).

The IMO ISM Code was introduced in  1998  in  the  aftermath  of  a  number  of  accidents in  which poor  safety 
management was a factor, notably the Herald of Free Enterprise ferry disaster in 1987.  It focuses on a number of 
aspects of safety management which are not covered by the traditional emphasis on material safety.  Among these are:

 Conduct of shipboard operations in accordance with documented procedure
 Emergency preparedness
 Reporting/analysis of non-conformities, accidents and hazardous occurrences
 Maintenance of the ship and equipment
 Control of documentation and data
 Verification, review and evaluation
 Certification

Many  of  these  themes  correspond  closely  to  Licence  conditions  employed  by  the  HSE  Nuclear  Installations 
Inspectorate as the basis of the regulation of nuclear facilities.  These license conditions do not relieve the licensee of 
the responsibility for safety.  They are non-prescriptive and set goals that the licensee is responsible for meeting, 
amongst other things by applying detailed safety standards and safe procedures for the facility.  The arrangements, 
which a licensee develops to meet the requirements of the licence conditions, constitute elements of a nuclear safety 
management  system.   Both  the  general  goal-setting  tone  of  licence  conditions  and  the  particular  emphasis  on 
management of change were drawn from to develop the Ship Safety Board’s subsequent safety model.



Using the sources outlined above and recognising the existence of a number of significant elements of risk control 
already in place in the MOD, a model was constructed based on existing organisationally-based safety management 
systems forming a matrix with eleven cross-cutting ‘risk control systems’, as shown in Figure 2.  This is termed the 
End-to-End Safety Model.  

End-to-End is a term widely used in the Ministry of Defence, but with no universal meaning.  Nevertheless the DESB 
had called for Functional Safety Boards, including the Ship Safety Board, to develop frameworks for delivery of End-
to-End assurance.  The definition adopted by the SSB was:

End-to-End:  “between  the  designer  and  the  end  user,  across  all  lines  of  development,  and  
including suitable feedback loops”

This definition was chosen to reflect the belief that clarity of communication between the designer of a system and its 
user (operator or maintainer) is vital to safety, and this extends across a number of supporting domains such as 
training and information systems. Such communication needs to be two-way, so that real practical issues are reported 
and addressed before they are allowed to accumulate and lead to workarounds which negate the designer’s intent for a 
safe system.
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Figure 2 — The End-to-End Safety Model

The twelve risk control systems (eleven cross-cutting systems supporting and supported by the organisational safety 
management systems), have a large degree of overlap in scope.  There is also overlap with other engineering and 
project-management systems that are not purely focussed on safety.  This is intentional: multiple layers are required in 
the Swiss Cheese model to give confidence that faults in one RCS will be covered by another.  However, the overlap 
does allow debate over the choice of definition for each RCS.  The selection used by the SSB tries to reflect the 
guidance mentioned above and the current practice within MOD.  It was recognised that many of  the necessary 
processes were already in place, but often informally or in a piecemeal manner and not usually designed holistically. 
The role of the Ship Safety Board (policy, assurance and regulation) was not to tackle this directly, but to put in place 
a framework to illustrate what “good” looks like, and to progressively seek measurement and improvement.

Accordingly, for each of the risk control systems, a basic framework was developed setting out:

 the Scope of the RCS – what it had been chosen to cover
 the generic Risk that it was intended to mitigate



 the Goals to be achieved – what “good” looks like

As an illustration, Figure 3 shows the Scope, Risk, and Goals for the Safe Operating Envelope RCS.

Risk Control System:  Safe Operating Envelope

Scope: The scope of this RCS covers the processes for defining and promulgating conditions and limits for safe 
operation of ships and systems and then for ensuring that these are understood and adhered to, with adequate on 
board oversight. Scope also extends to the arrangements for risk assessment and approval for waivers for operation 
outside the normal envelope.

Risk of inadequate control in this area: Unauthorised operation of systems outside designed conditions and limits, 
as a result of either lack of knowledge or deliberate violation, leads to safety risk.

Goals to be achieved:
 Safe operating envelope clearly defined
 Conditions and limits communicated to all personnel responsible for complying
 Adequate on board supervision of operation within approved limits
 Reporting/review mechanism for any breach of limits
 Defined process for risk-assessing/approving essential operation outside envelope

Figure 3 — Summary of the Safe Operating Envelope Risk Control System

If all the goals for each risk control system were being substantially met, and evidence of this existed, then it is 
asserted that the Ship Safety Board would be in a sound position to give assurance that MOD Shipping was being 
safely managed.  This argument can be put forward in goal-structuring form (ref. 11), as shown in Figure 4.  A high-
level diagram like this allows any weaknesses in control systems to be illustrated in the context of the whole MOD 
safety system (e.g. by using traffic-light colouring in the boxes to represent the performance of each RCS).  It also 
shows the continuing importance of the areas which work well to be shown.   If necessary, the structure can be 
expanded to show the detailed supporting arguments and evidence.
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Current Use

An End-to-End Assurance Review has been carried out on the performance of the Incident Reporting and Analysis 
RCS.  This included an initial review of  policy and instructions, to survey what documented processes exist for 
following up accidents and incidents, then a review of how incidents reported by a representative selection of ships 
had been followed up in practice.  The policy survey identified various different reporting systems, catering for 
different types of incident and different customer groups.  While the individual systems seem to function reasonably 
well,  staff  often  lack  awareness  of  the  variety  of  different  systems.   The  review  has  highlighted  potential 
improvements in how data is distributed that  could improve its utility,  and resource issues that are limiting the 
potential for exploiting the data.

As well as specific reviews, the End-to-End safety model is beginning to be used to structure the duty holder reports 
presented to the Ship Safety Board’s six-monthly meetings.  In some business areas it is also being used to help 
generate performance metrics.  By highlighting the goals to be achieved by risk control systems, the model helps staff 
identify metrics that are relevant to their own area of business and are also good indicators of the overall safety 
management effectiveness of the organisation.

Advantages and Disadvantages

Conventional audits take a sample of performance across an area of responsibility, whereas End-to-End Reviews take 
a sample of performance across a risk control system, covering aspects of a number of organisational units.  While 
this is believed to be more effective in providing assurance that that risk is managed across the whole MOD Shipping 
activity,  it may prove less satisfactory to managers  who are interested in the performance of  their own area of 
responsibility. 

Assuming that limited resources are available and the whole organisation cannot be audited within a reasonable 
timescale (e.g. one year), it could be argued that end-to-end reviews on a sample of risk control systems gives a more 
limited picture of the status of the organisation as a whole.  Although the organisational audits are prioritised by risk, 
there is an assumption that the organisation is fairly homogenous: that teams within a TLB carry out similar activities 
in similar ways, so that auditing a sample of teams gives a result representative of the whole enterprise.  It is not clear 
that the same would be true of end-to-end reviews.  If the Requirements RCS was shown to be working well, could 
the results be read across to imply that other RCSs such as Documentation were also working well?  It is not obvious 
that such a conclusion would be justified.  However, the end-to-end reviews focus on interface issues and each RCS is 
underpinned by a reliance on stakeholders sharing good communications and a good safety culture.  It is possible that 
as more reviews are carried out, a correlation may be found between the performance of the different risk control 
systems, based on these common factors.

By promulgating the end-to-end safety model, awareness of the various risk control systems will be raised across the 
MOD Shipping community.  This should be beneficial by showing staff in different areas what they need to work 
together to achieve and helping them see where they can contribute.  However, the SSB has only set high-level goals 
rather than attempting to find a one-size-fits-all policy at the detailed working level.  The Board has adopted the 
philosophy that process design should be driven by the particular problems posed by MOD Shipping.  While this 
approach is flexible and can be adapted to many different situations, it raises a possibility of over-ownership of the 
problem.  Multiple managers in different areas of the organisation may try to manage the same aspects of a risk 
control system in conflicting ways.  Communication is the solution to this problem, but the issue will require careful 
monitoring as use of the end-to-end model becomes established in the MOD. 

Future Work

Having  developed and  promulgated this model,  the  intention  now is to  use it  for  both  routine reporting and  a 
systematic programme of Assurance Reviews.  The aim of an assurance review is to examine the practical working of 
an area of end-to-end risk control in order to provide both assurance of the extent to which it is functioning effectively 
in reducing safety risk, and also constructive and practical recommendations to improve effectiveness.  Process for 
undertaking this is being developed but it is intended to be based on the following principles:

 Reviews will be of the overall effectiveness of a process in reducing risk, not of specific organisations.
 Audit skills and techniques will be used in undertaking reviews, but use of the term ‘audit’ will be avoided.



 The programme of reviews will be tailored as a result of consultation with stakeholders on perceived risks 
and weaknesses and according to direction from the SSB.

 Each review will be tailored to address known or perceived weaknesses.
 Reviews will also seek to improve the end-to-end model by validating the scope and goals of risk control 

systems.
 Recommendations made by reviews will be subject to a consultation process so that they stand maximum 

chance of implementation (Better to have an 80% solution with full buy-in, rather than a 100% solution with 
no buy-in).

As these reviews are carried out, it can be expected that the underlying model will be developed and refined.  Senior 
managers may take a view on which areas are more, or less, useful in giving them confidence that their responsibilities 
are being adequately discharged.  Future accidents may reveal other areas which are not being adequately addressed, 
leading to refinements of the model.

End-to-end assurance has thus far only been applied to safety management.  It is intended that in future, the Ship 
Safety Board will extend the model to provide assurance of the adequacy of environmental protection for MOD 
Shipping.  This would require the goal structure to be extended and modified, and new metrics defined.

The other  Functional  Safety  Boards  within  the Ministry  of  Defence  are  considering  how to  implement similar 
processes to provide end-to-end assurance of safety.  It is likely that their work will use a similar model to those 
presented  in  this  paper,  but  modified to  reflect  the different priorities and  arrangements within  their  functional 
domains.

Conclusions

End-to-end Reviews provide a method of gaining assurance of the effectiveness of safety management across the 
whole scope of an activity within a large enterprise, rather than across many activities within a small organisational 
unit.  They do this by defining goals to show what good performance should look like in the systems used to control 
the risk posed by the activity, then looking for evidence to show how well the goals are being met.  Because this goal-
based approach is not specific to the particular processes used in any given business area, it can be applied across the 
boundaries between organisational units.

While end-to-end reviews of a single risk control system may be less representative of the enterprise as a whole than 
an audit of a sample of organisational units, it is believed that better assurance will be provided within the scope of 
that review.  This is because there is a clear link between the review’s scope, the risks that need to be controlled and 
the goals set for the systems that control them.

Having developed the methodology for assurance of the safety of MOD Shipping, it must now be tested in practice to 
determine whether it  provides the level  of  assurance that  is  desired by  the Ship Safety Board and other senior 
managers.  It would also be desirable to determine whether the results of end-to-end reviews correlate well with other 
those from other assurance or performance measurement techniques.
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