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Abstract  Safety-critical systems are growing ever more complex and interlinked, 

especially in industries such as defence. Despite increasing complexity, automation 

and digitisation, humans remain vital actors in these systems. People need to be 

considered at the system level, as part of the system architecture and design, not 

just as potential causes of failures. Concerns about the adequacy of existing safety 

assurance standards have prompted development of IEC 63187, a draft interna-

tional standard that is expected to be published during 2026. IEC 63187 delivers a 

system safety framework tailored for complex systems in defence programmes, 

building on the systems engineering life cycle approach from ISO/IEC/IEEE 15288. 

This paper explains how IEC 63187 incorporates human factors throughout the 

system life cycle, outlines the supporting guidance, and compares its approach with 

other safety standards. It provides practical insights for engineers, safety managers, 

and regulators seeking to apply human factors in complex, safety-critical systems. 

1 Introduction 

Modern engineered systems are increasingly complex, especially in the defence sec-

tor. Defence capability is often delivered through systems of systems, involving a 

mix of elements using diverse technologies, some newly developed and others al-

ready in service, designed to differing standards and provided via a complex eco-

system of suppliers. As an example, the chain ‘from sensor to shooter’  may involve 

numerous collaborating system elements, including crewed and uncrewed air plat-

forms, land vehicles, missile systems, communication links and command centres 

– and the people that operate them (Fig 1). The hardware and software elements 

may all be geographically separated, separately procured from different supply 

chains and designed under different standards or regulatory regimes, and the people 
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may belong to different organisations and nationalities. While in service, their con-

figuration, operating environment and the way that they are operated typically con-

tinues to change and evolve. This complexity makes it harder to ensure systems are 

safe1 and to demonstrate that their safety objectives are met before deployment and 

throughout their life cycle. 

 

Fig 1. Defence capability often involves numerous collaborating system elements (Copilot). 

The challenges described above are not unique to defence, but in the defence indus-

try they have prompted demand for a new safety standard to address complex sys-

tems. Since 2018, the International Electrotechnical Commission (IEC) has been 

developing IEC 63187, Systems engineering – System safety – Complex systems in 

defence programmes (IEC 2025). This future standard, expected to be published 

during 2026, supports the integration of safety views into the system engineering 

processes described in ISO/IEC/IEEE 15288, System and software engineering – 

System life cycle processes (ISO 2023). IEC 63187 attempts to provide a framework 

tailored for the challenges of the defence industry, using a systems engineering ap-

proach to manage the complexity involved. Previous work has described the goals 

and motivations of the standard (Ricque et al. 2022, Inge and Potiron 2024) and its 

strategy of adding requirements and criteria to the outcomes of the ISO/IEC/IEEE 

15288 systems engineering life cycle processes to make them suitable for safety-

critical applications (Potiron and Inge 2024). This paper presents the approach that 

IEC 63187 is expected to take to human factors (HF)2. 

 
1 The term ‘safe’ is used in this paper as ‘the absence of intolerable risk’, where ‘risk’ is used in 

the sense of ISO 31073 (ISO 2022) as the ‘effect of uncertainty on objectives’. Effects are 

deviations from the expected; they may be positive or negative, and can be introduced by a system 

operating according to its specification and functionality, as well as by failures or external 

disturbances. 
2 IEC 63187 adopts the definition of human factors as the “scientific discipline concerned with the 

understanding of interactions among human and other elements of a system, and the profession 

that applies theory, principles, data and methods to design in order to optimize human well-being 

and overall system performance”, taken from ISO 26800 (ISO 2011). 
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Humans have always played a central role in the safety of defence systems and 

are likely to continue to do so for the foreseeable future. It is attractive to automate 

systems to increase reliability and performance, and to remove people from harm’s 

way, but having a human in the loop is often essential for ethical reasons. Beyond 

this though, human control can still be vital to make systems resilient: able to con-

tinue operating safely in the face of unforeseen circumstances. 

As modern systems become more complicated, it becomes harder to maintain a 

mental model of the system state, or to predict all possible hazardous failure modes. 

This challenge is compounded in complex systems, which can exhibit unwanted 

emergent behaviours – hazards that arise from interactions between system ele-

ments even when all individual components function as intended. A stark example 

is the Boeing 737 MAX incidents, where the reaction of the Manoeuvring Charac-

teristics Augmentation System (MCAS) to faulty sensor data led to the loss of two 

aircraft and 346 deaths. The pilots were not aware of the existence of the MCAS or 

how it could behave. While its designers had considered the effects of uncom-

manded MCAS operation, they had not considered the pilots’ ability to control the 

plane when these effects were combined with other likely outcomes of the same 

causal factors, such as multiple alerts and warning indications from other cockpit 

systems (NTSB 2019). 

Automation can reduce the human workload and make it easier to manage com-

plicated systems. It can also improve safety and reliability by removing the potential 

for human errors in operation. However, automation also makes systems more com-

plex and can make it harder to understand their behaviour. As complexity increases, 

hazards due to latent design errors and unforeseen interactions tend to become more 

significant; by definition these are not addressed by the system design. 

 

Fig 2. US Airways Flight 1549 after landing on the Hudson River. 

The capacity to adapt to new situations means humans still play a key part in making 

systems resilient to changing operating environments, unforeseen failures and emer-

gent hazards. Sullenberger’s landing of US Airways Flight 1549 on the Hudson 

River (Fig 2) is an extreme example of human input being necessary to control a 

hazardous scenario (NTSB 2010). More prosaically, the average human driver can 

operate a vehicle safely in a far wider range of unforeseen scenarios than can be 

managed by a state-of-the-art self-driving vehicle (Cummings and Bauchwitz 

2024). One of the ironies of automation (Bainbridge 1983) is that it is supposed to 

reduce work for human operators but leaves them to manage the more challenging 
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hazards that the designers did not foresee or could not control automatically – while 

at the same time making the operators less familiar with the way the system works. 

In complex systems, the designers cannot hope to identify and control every 

source of hazards in advance and engineer a system to react the right way. In some 

cases it will be necessary for humans to step in to diagnose and respond to issues 

that no automated process anticipated. Given this perspective, the safety engineer-

ing effort can no longer be considered comprehensive if it is limited to considering 

humans solely as potentially faulty controllers external to the system, or as unrelia-

ble controls on specific risks. Safety engineering must consider human elements as 

integral parts of a system and cater for them as such, by promoting human perfor-

mance and wellbeing, as well as avoiding human error. The design process must 

make sure that humans have sufficient oversight of the system and sufficient support 

from it to be able to ensure safe outcomes. Human error is then considered as a 

symptom of the system design and is not limited to being a cause of failures. This 

means that human factors must be considered throughout the system engineering 

process, not just in hazard analysis or the design of physical user interfaces. 

2 Previous work 

2.1 Literature review 

For many years, HF practitioners have realised the tension between the need to re-

move humans from systems to avoid human errors, and to give humans sufficient 

control of unexpected events to exploit their adaptability. Various authors (Bain-

bridge 1983, Reason 1990, Leveson 1995 and Storey 1996) all discuss the need to 

balance the tasks or functions allocated to humans with those allocated to engi-

neered system elements, to play to their respective strengths. Rasmussen (1987) 

suggests that human error can be seen as a mismatch between the tasks demanded 

by a system design and the operator’s abilities, performance, or limitations. The 

system needs to be designed to ensure that humans have the understanding, physical 

capability and situational awareness to take appropriate actions when called upon. 

This is not a binary decision of what to automate and what to leave to human con-

trol, rather a question of the level of automation, and the level of system-provided 

support to human decision-making and action. The question is still acutely relevant 

today, in the age of Artificial Intelligence (AI): AI is further increasing complexity 

and topics such as the explainability and controllability of AI-enabled systems are 

areas of current research (Myklebust et al. 2025). 

Despite this understanding in the HF field, treatment of human factors in some 

areas of safety engineering has historically focused on the effects of human errors 
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and violations, with less emphasis on the positive contribution of humans (ICAO 

2021). This can be seen in several current safety standards. 

Under IEC 615083 (IEC 2010), the ‘horizontal publication’ that sets the approach 

to functional safety for international standards, humans may form part of a safety-

related system. However, IEC 61508 does not consider HF requirements for system 

design. Although it requires that design should follow good HF practice, humans 

are seen mainly as a source of error, or potentially as a means of intervention in the 

case of malfunction. Wiggins (2024) finds that IEC 61508 takes a mechanistic view 

of human factors and fails to account for systematic failures caused by physical and 

emotional factors such as stress, fatigue, or poor motivation – which may be a con-

sequence of the context in which the system is expected to operate. 

In the military sphere, both the US MIL-STD-882E, DoD standard practice for 

system safety (DoD 2023) and the UK Defence Standard 00-056, Safety manage-

ment requirements for defence systems (MOD 2023) also consider that systems can 

include human elements, and recognise that factors that affect their performance 

need to be taken into account. However, like IEC 61508, they treat people mainly 

as a source of error. 

In MIL-STD-882E, human systems integration (HSI) is recognised as a separate 

systems engineering discipline, but the main interface with the system safety pro-

cess is the consideration of human error in the various hazard analysis tasks. In Def 

Stan 00-056, consideration of human factors is required, but only when human fac-

tors might be a contributory cause of a hazard, accident or failure mode; or if they 

could provide risk mitigation. Def Stan 00-056 does signpost Def Stan 00-251, Hu-

man Factors Integration for Defence Systems (MOD 2021), for guidance in these 

contexts, but does not actually integrate with its requirements. 

As might be expected, current military human factors standards do take the im-

pact of human factors on safety into account more comprehensively than safety 

standards, but again, the trend is to focus more on physical interface design and the 

contributions to hazard analysis. In MIL-STD-46855, Human Engineering Require-

ments for Military Systems, Equipment, and Facilities (DoD 2025), system safety 

and health hazards are cited alongside human engineering as three of the eight do-

mains of human systems integration, making them key drivers of the system design. 

As its title suggests, MIL-STD-46855 is focused on human engineering, which it 

defines as “the application of knowledge about human capabilities and limitations 

to system or equipment design and development to achieve efficient, effective, and 

safe system performance at minimum cost and manpower, skill, and training de-

mands”. This includes analysis of system functions to determine whether they 

should be allocated to personnel, hardware, software or a combination; and subse-

quent influence of human factors in selection of equipment and subsystem design. 

As well as minimizing human error and avoiding hazards to personnel, it seeks to 

achieve an appropriate balance between automation and human operation, making 

sure that the design takes human capabilities and limitations into account while 

 
3 IEC 61508: Functional safety of electrical/electronic/programmable electronic safety-related sys-

tems. 
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achieving system performance goals. MIL-STD-46855 does require consideration 

of human factors early in the system life cycle, informing the high-level design of 

a system; and requires coordination between all the HSI domains and the broader 

programme. However, the system safety domain is mainly addressed through com-

pliance with detailed technical design rules in MIL-STD-1472, Human Engineering 

(DoD 2020); MIL-STD-1472 in turn refers back to MIL-STD-882 for system safety. 

Def Stan 00-251 takes a similar approach to the DoD standards but is less pre-

scriptive. It recognises that human factors integration (HFI) involves a collaboration 

with the safety discipline, and lists “system safety and health hazards” and “human 

factors engineering” (HFE) as separate domains of HFI. The standard proposes can-

didate process, user and system requirements for human factors, including protec-

tion of humans from adverse effects of system use and integration of humans in the 

design in ways that maximise system safety (MOD 2021). Like MIL-STD-46855A, 

the system safety aspects are less well-developed than the physical safety aspects in 

Def Stan 00-251. It focuses predominantly on the human as the user of a system, 

suggesting requirements to ensure that people can physically use systems while be-

ing protected from harm. The system safety requirements revolve around avoiding 

human errors and allowing the system to recover if they are committed. Although 

the supporting guidance on the human contribution to system safety (MOD 2018) 

recognises that humans can contribute positively to safety, “being adaptable and 

problem solving when things go wrong”, the guidance mostly details how the HF 

effort interacts with the hazard identification and risk management processes. It 

does encourage human factors planning to take place early in the system life cycle, 

to help identify system requirements, with allocation of functions between humans 

and machines as part of the HFE process. 

2.2 Discussion – the need for a new approach 

In IEC 63187, complex systems are defined as those where the collective behaviour 

of the system elements entails emergence of properties that can hardly, if at all, be 

inferred from properties of those system elements (IEC 2025). This means that 

emergent system-level properties like safety cannot be determined by analysing the 

system elements independently: many safe parts do not imply a safe whole. In the 

defence sector, military capabilities are often assembled by combining parts such 

as sensors, weapon systems, vehicle platforms and communication links. These sys-

tem elements are often separately developed, and in modern systems are increas-

ingly likely to be geographically distributed. When addressing these parts as system 

elements, it may be convenient to treat the user as a separate entity, outside the 

boundary of the engineered system, and focus on their interface with the machine. 

But as systems become more complex, it is increasingly necessary to consider peo-

ple holistically as part of the wider system and consider more carefully what roles 

they are expected to play in it. 
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More than 35 years ago, it was realised that ‘human error’ was not just caused 

by the frailties of human cognition, but by a range of performance shaping factors 

determined by the system, environment and organisation the human was working 

in (Reason 1990). ‘Human performance’ is described by the International Civil Avi-

ation Organisation (ICAO) as representing “the human contribution to system per-

formance” (ICAO 2021); this implies that a performant system design needs to take 

human elements into account. 

Despite the body of knowledge available in the human factors and safety engi-

neering literature, HF practitioners have historically found it difficult to integrate 

HF into broader systems engineering processes (Leveson 2012, ICAO 2021, Eng-

land 2025). In the defence sector, this is reflected in the scant coverage of HF topics 

in MIL-STD-882E and Def Stan 00-056 described above. While these military 

safety standards recognise to a certain extent that the engineered system must pro-

vide the conditions to allow people to perform effectively, their human factors re-

quirements tend to be focused on hazard analysis and user interface design – opti-

mising the user interface and system design to minimise human error and hence 

prevent hazards, or designing the working space to avoid the system harming its 

operators. They tend to treat human performance more as a potential limitation on 

system performance, ignoring the positive role that people have in keeping systems 

safe, and the potential for the human element to make the overall design safer and 

more resilient in the face of changing or unexpected circumstances. Hollnagel 

(2014) describes this negative viewpoint as ‘Safety I’ and argues that complex sys-

tems require use of a complementary ‘Safety II’ viewpoint that looks at why posi-

tive, safe outcomes routinely occur. Reflecting this dual approach, Sharples de-

scribes the job of ergonomics and human factors as to “minimise the impact of hu-

man fallibility and maximise the value of human brilliance” (Salmon et al. 2024). 

Just as there is a need to integrate safety engineering more fully into systems 

engineering (Ricque et al. 2022), there is also a need to do the same for human 

factors engineering. The interface between these disciplines needs to be two-way: 

as well as a ‘pull’ from system the systems engineering and system safety processes 

for the input provided by HF, HF analyses need to consider the system holistically 

and address individual system elements in the context of their role in and interaction 

with other system elements. This is what IEC 63187 tries to achieve. 

3 The IEC 63187 approach 

3.1 The IEC 63187 approach to safety 

IEC 63187 takes a systems engineering approach to managing safety in complex 

systems. The standard is written around 8 key principles: 
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1. Risk-based (ISO 31000): a focus on hazards and their consequences rather than 

quantitative probability; risk is the effect of uncertainty on objectives. 

2. Systems-based (ISO/IEC/IEEE 15288): recursively applying systems engineer-

ing principles at multiple levels in the systems hierarchy and supply chain. 

3. Systems theory and control theory: considering interacting system elements 

that can lead to detrimental effects without component failure. 

4. Integrating safety into systems engineering as a fundamental part of engineer-

ing the system, with the flexibility to trade requirements. 

5. Appropriateness of approach: addressing threats to safety from sources with 

different types of characteristics. 

6. Supply chain considerations: addressed to apply proportionately over organi-

sational boundaries. 

7. Solution independent: regardless of the origin or life cycle stage of realised 

system elements. 

8. Goal-based: providing a framework to identify and achieve safety objectives,  

rather than a prescriptive set of rules or specifications. 

Principle 2 involves the application of the ISO/IEC/IEEE 15288 life cycle processes 

for systems engineering (ISO 2023). Like ISO/IEC/IEEE 15288, IEC 63187 does 

not specify how these processes should be carried out or the form of life cycle to be 

used, but it prescribes requirements and sets criteria on the outcomes of the pro-

cesses, to make them suitable for application to safety critical systems. 

ISO/IEC/IEEE 15288 deals with systems created by humans and accepts that 

such systems may also include human components alongside other types of system 

element, such as hardware, software, data, processes, procedures, facilities, materi-

als, and naturally occurring entities. However, while the standard mentions human 

factors in its notes and signposts other standards for guidance, it does not set any 

firm requirement for the topic to be addressed. IEC 63187 adopts the same defini-

tions of ‘system’ and ‘system element’ as ISO/IEC/IEEE 15288, but its require-

ments are much clearer about how human factors should be addressed through the 

life cycle of the system. 

A key part of the IEC 63187 approach is the structure of safety artefacts used to 

control hazards, following Principle 3. ‘Hazards’ are identified as states or condi-

tions that could lead to a ‘detriment’ (some kind of harm or loss), and ‘safety ob-

jectives’ are defined for those hazards to be controlled. ‘Safety requirements’ are 

set to meet the safety objectives; these safety requirements may be decomposed 

through the system architecture and allocated to individual system elements, where 

they lead to new safety objectives. The distinction between safety objectives and 

safety requirements allows a separation between intended outcomes and constraints. 

It lets the system architect allow innovation in how the safety objectives will be 

achieved, while still setting necessary constraints on design choices. Fig 3 shows 

that each safety artefact is assigned a Measure of Importance (MoI), a metric that 

describes the degree of confidence, together with relevant contextual information, 

needed when ensuring or assuring safety (see Inge et al 2026). 
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The approach described above addresses complexity in several ways. It prompts 

analysis at a high level of abstraction, where interactions between system elements 

can be examined and it is more likely that emergent hazards will be identified. It 

also aligns well with hazard identification and analysis techniques based on systems 

theory, such as System-Theoretic Process Analysis (Leveson and Thomas 2018). A 

top-down safety approach of setting safety objectives and requirements is more ef-

ficient for complex systems because it is easier to demonstrate that these require-

ments have been met, rather than to try to address every possible failure individu-

ally; this is impractical in complex systems. Bottom-up analyses are also likely to 

miss hazards that emerge from interactions between system elements, if those ele-

ments are analysed in isolation. The MoI concept helps designers account for rele-

vant context from the higher-level system in the design or selection of system ele-

ments. 

IEC 63187 will have two parts. The first, IEC 63187-1 (IEC 2025), will set out 

concepts, terminology and requirements and be a full international standard. The 

second, IEC TR 63187-2 (IEC 2025b), will provide guidance on compliance with 

IEC 63187-1, but will have the status of a Technical Report and not contain any 

formal requirements or recommendations.  

IEC 63187 is intended to be applied recursively at different levels of the systems 

hierarchy and by different suppliers throughout the supply chain, prompting analy-

sis of the interactions between system elements. This is repeated down to the level 

at which it is practical to realise individual system elements, at which point, safety 

requirements are transformed to design criteria. IEC 63187-1 itself will not specify 

how to realise individual system elements; it assumes appropriate standards will be 

chosen according to the technologies involved. 

IEC 63187-1 is also intended to be applied iteratively. Analysis of lower-level 

system elements during design may prompt the need for new safety objectives or 

higher-level safety requirements, in order to control hazards that emerge from im-

plementation decisions. Configuration changes, modifications or unforeseen haz-

ards revealed by in-service experience may also prompt review. However, having 

clearly identified, traceable safety objectives and safety requirements should make 

it easier to understand the implications for the overall system. 

Following Principles 5 and 8, IEC 63187-1 is not prescriptive about the type of 

analysis techniques to be used to identify detriments and hazards, the architecture 

of objectives and requirements used to manage them, the MoI scheme used to decide 

the importance of each safety artefact, or the implementation of the life cycle pro-

cesses to be used. These can vary between different system elements or suppliers – 

so long as agreement is reached between the acquirer and supplier at each level. 

Many of the requirements in IEC 63187-1 are for agreements to be made on what 

exactly will be done. This flexibility means that appropriate analysis techniques can 

be chosen according to the type of system and the hazards and technologies involved 

– these techniques can include relevant human factors analyses. 
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3.2 Human factors requirements in IEC 63187-1 

Requirements affecting human factors appear throughout the current draft of IEC 

63187-1 (IEC 2025).4 Acquirers and suppliers must explicitly agree the roles people 

are expected to play as part of the safety strategy for the system. This means iden-

tifying interactions between different human actors in the system, and with other 

system elements; and considering the part people play in the perception, interpreta-

tion, decision and action loops that control the system. The roles, responsibilities, 

human interfaces and assumptions about human behaviour are required to be docu-

mented, and the impact of human capabilities and limitations must be taken into 

consideration in the analysis of architecture and solution options, and to inform 

safety requirements and critical performance measures. The human factors methods 

and techniques used to develop the system and measure performance are also ex-

pected to be documented as part of the development. 

 

Fig 4. Allocation of IEC 63187-1 human factors requirements across ISO/IEC/IEEE 15288 life 

cycle processes. 

Rather than just mentioning human factors as an input to hazard analysis, IEC 63187 

embeds these human factors requirements throughout the entire system life cycle. 

Fig 4 shows how these requirements are distributed across the ISO/IEC/IEEE 15288 

life cycle processes. In the early life cycle stages, the emphasis is on reaching a clear 

agreement between the supplier and acquirer as to the extent to which the human 

will be considered in future analyses of the system. The defined human roles and 

 
4 Note that these requirements may change during the approval and publication process. 
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responsibilities are then incorporated into the requirements for the subsequent sys-

tem engineering processes as the safety strategy and system architecture are devel-

oped and refined. 

While some requirements are explicitly focused on human factors, much of the 

HF content takes the form of criteria set on other requirements. For instance, the 

requirement for system analysis results to include safety aspects includes criteria 

for those results to include documentation of the analysis of human roles and re-

sponsibilities, human capabilities and limitations, and assumptions about human be-

haviours. 

The focus of all these requirements is to prompt more consideration of the role 

people play in the overall system: how they interact with other system elements, 

and how the tasks they perform contribute to safe outcomes. 

3.3 Applying the requirements 

The human factors requirements in IEC 63187-1 are goal-based: they set out what 

outcomes are required but do not introduce a new HF methodology or require spe-

cific HF techniques and measures to be used to comply with the standard. Instead, 

guidance in IEC 63187-2 is expected to explain the intent behind the requirements, 

helping users of the standard select techniques and measures from the toolbox pro-

vided by existing HF literature. This allows the HF methodology used to achieve 

compliance to be tailored to the context of the programme. 

As IEC 63187 is a systems engineering standard, its treatment of HF focuses on 

interactions between system elements, both human and engineered. This means that 

it deals more with the roles and responsibilities of humans within the system of 

interest, and their place in the perception, interpretation, decision and action loops 

than traditional aspects of HF such as design of human-machine interfaces or work-

place environments. These aspects are still important but may be better addressed 

during the detailed design and realisation of individual system elements, rather than 

the broader architectural design developed under IEC 63187. 

At time of writing, the HF guidance in IEC 63187-2 is still being drafted but is 

likely to take the approach that human system elements are critical assets in com-

plex systems, requiring adaptability and resilience to manage variations in faults 

and operational scenarios. Perturbations (events that disrupt normal operations) are 

inevitable. They may arise from unexpected behaviour of the system itself, changes 

in its configuration or concept of operations, or changes in its operating environ-

ment. These perturbations demand human capability to diagnose, respond, and re-

store system stability within acceptable risk levels. Application of HF methods 

should identify aspects of the system design that enable effective human adaptation 

and optimise tasks supporting this process, such as by helping operators maintain 

accurate mental models of the system state. While human error is likely during op-

erations, it must be anticipated without diminishing the value of human involve-
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ment; instead, roles should leverage human strengths while acknowledging limita-

tions. Human Factors (HF) approaches should examine system-level properties and 

interactions rather than isolated components, considering contextual influences 

such as environment, training, and stress. Responses to perturbations are dynamic 

and cannot rely solely on rigid procedures; flexibility and resilience must be sup-

ported alongside compliance with operational boundaries. Overall, HF analysis 

should integrate adaptability, context-awareness, and systematic support for human 

performance to enhance system robustness. 

The outcome of applying HF in the context of IEC 63187 is for HF and system 

safety to be co-engineered. This means that both safety objectives and human fac-

tors considerations should be reflected in the architecture of the system-of-interest. 

As well as the engineered elements, this will include team, task and training design 

for the human system elements, and decisions around how functions are allocated 

between human and engineered elements to achieve appropriate levels of automa-

tion or human-machine teaming. Building HF considerations into the Measure of 

Importance scheme developed under IEC 63187-1 will mean that the MoI of safety 

requirements and objectives can reflect HF concerns. It also provides a mechanism 

to flow contextual information about safety concerns into the design of individual 

system elements, to inform human factors analysis at that level. 

4 Conclusions 

This paper has presented the approach that IEC 63187 is expected to take to inte-

grating human factors into the system safety effort for complex defence systems. 

While the role of people as users or stakeholders in these systems is still important, 

IEC 63187 takes the view that humans can also be fully-fledged system elements in 

their own right and need to be considered as such during safety analysis. 

The increasing complexity of safety-critical systems, particularly in defence, re-

quires a new way of addressing human factors and system safety through the sys-

tems engineering process. IEC 63187 responds to this challenge by embedding HF 

considerations throughout the systems engineering life cycle, moving beyond the 

traditional ‘Safety I’ view of humans as sources of error to recognising them as 

integral system elements, whose functions contribute positively to the safety per-

formance of the system. In doing so, it introduces a ‘Safety II’ approach, while still 

recognising the importance of the ‘Safety I’  This approach recognises that complex 

systems need resilience, and this often depends on human adaptability and decision-

making, especially when unforeseen hazards or emergent behaviours occur. 

The key contribution of IEC 63187 to human factors is to establish explicit re-

quirements for HF analysis and definition of human roles, responsibilities, and in-

teractions within the system architecture, unlike existing defence sector safety 

standards, which typically confine HF to hazard analysis or interface design. By 

requiring acquirers and suppliers to agree on these aspects, the standard ensures that 

HF is a core part of the safety strategy for the complex system, not an afterthought. 



14   James Inge, Katia Potiron, Mark Carter and Ian Hartwell 

 

IEC 63187 is goal-based, specifying outcomes rather than prescribing methods, 

allowing flexibility in selecting proportionate HF techniques suited to the system 

context while allowing use of established HF principles and guidance. This flexi-

bility means that the IEC 63187 framework will remain relevant as HF practice 

evolves, for instance to tackle emerging challenges such as human-machine team-

ing, AI explainability, and adaptive automation. IEC 63187 will also encourage 

adoption of a holistic perspective, considering humans as active contributors to sys-

tem performance rather than external agents of risk. 

Ultimately, IEC 63187 represents an important step toward bridging the gap be-

tween systems engineering, safety, and human factors. By embedding HF into the 

architecture of complex systems, it promotes designs that not only minimise human 

error but also harness human strengths to manage uncertainty and maintain safe 

operation under dynamic conditions. This shift from reactive to proactive treatment 

of HF is vital for achieving robust, resilient systems in an increasingly complex and 

interconnected defence environment. 
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