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Abstract. [EC 63187-1 is a forthcoming international standard that seeks to im-
prove the safety of complex defence systems by embedding system safety within
systems engineering practice. Rather than specifying particular technical solu-
tions or system properties, it adopts a goal-based approach, setting requirements
and criteria on the outcomes of systems engineering processes. This work exam-
ines what it would mean in practice to cite IEC 63187-1 in a contract, and how
conformity to the standard could be demonstrated in a way that provides mean-
ingful safety assurance to both acquirer and supplier. It explains how conformity
to IEC 63187-1 would differ from traditional product certification, and why
IEC 63187-1 cannot be treated as a simple conformance ‘badge’. The authors
explore the role of the agreement processes, the treatment of relevant require-
ments and tailoring, the use of acceptance strategies and safety cases, and the
challenges posed by outcome-based conformity assessment. The paper concludes
that citing IEC 63187-1 in a contract places significant but constructive obliga-
tions on both parties, requiring increased up-front clarity and collaboration in re-
turn for improved transparency and confidence in system safety outcomes.

Keywords: complex systems, systems engineering, system safety, conformity
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1 Introduction

1.1  IEC 63187 — a New Standard for System Safety of Complex Systems

IEC 63187, titled “Systems engineering — System safety — Complex systems in defence
programmes,” is a proposed new international standard currently being drafted by the
International Electrotechnical Commission (IEC) to improve the safety of complex de-
fence systems. It is being written in two parts: IEC 63187-1 will be a full international
standard, covering concepts, terminology and requirements, while supporting guidance
will be given in the non-normative Technical Report, IEC TR 63187-2. The develop-
ment is industry-led and predominantly European, however the working group writing
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the standard also includes academic and governmental representatives, with participa-
tion from nations such as Australia, China, Japan and the US.

As described by Ricque et al. [16], the creation of IEC 63187 was motivated by the
perceived shortcomings of existing safety assurance standards in addressing the tech-
nical complexity of modern systems, and the complexity of the management and supply
chain arrangements used to deliver them. Such systems often deliver capability through
a combination of newly developed and existing legacy system elements, drawing from
multiple technology domains or industry sectors, and are deployed in wide ranging sce-
narios where the level of risk changes dynamically and cannot meaningfully be quanti-
fied at design time. Many of the available safety assurance standards are written around
assumptions that are appropriate for their intended application, but make it difficult to
apply them to these complex systems. These include assuming that the level of required
risk reduction will remain constant, that a particular system of regulatory oversight will
be in place, or that there will be particular relationships between system designers and
operators. They also tend to use mechanisms (like the Safety Integrity Levels (SILs) in
IEC 61508 [3]) that can appear nominally similar between standards but are generally
incompatible [6]. A key shortcoming of many of these standards is that they are not
designed to integrate with modern systems engineering practice.

IEC 63187 is not intended to replace these other standards, but to bring them together
in a framework that allows the power of systems engineering to be used to help manage
complexity. It does this by building on the systems engineering life cycle processes
described in ISO/IEC/IEEE 15288 [11]. It is intended to be used at the level of systems
architecture, to prompt analysis of the interactions between system elements that could
lead to unwanted emergent behaviours, and to enable requirements to be set to control
them. IEC 63187 can be applied recursively at any level of a systems hierarchy, down
to the point at which it is necessary to realise individual system elements. At this point,
it assumes that familiar ‘realisation standards’ will be used, such as IEC 61508 [3] for
programmable electronics or ISO 26262 [9] for automotive system elements; these
would be chosen to be appropriate for the technology domain of the system element
[7]. In this way, IEC 63187 bridges the gap between high-level systems architecture
and realisation of individual elements.

Similarly, IEC 63187 is not expected to replace defence safety standards such as the
US MIL-STD-882E [2] or the British Defence Standard 00-056 [15]: defence ministries
are likely to continue to use their own standards to express their own national require-
ments, which will vary due to different legal regimes, especially with regard to ac-
ceptance of risk. However, IEC 63187 could be used at a higher level — to help set
requirements for elements of a complex system that will be procured through separate
contracts, or at a lower level — to help a prime contractor demonstrate that a complex
system is sufficiently safe.

Although IEC 63187 is being written for the defence sector, its requirements are
generic in nature. Its principles are likely to be applicable to development of other com-
plex systems that exhibit similar challenges outside defence programmes.
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1.2 The Need to Demonstrate Conformance to IEC 63187-1

A key feature of the standard is that it is built around an explicit relationship between
an ‘acquirer’, the organisation that acquires or procures a system; and a ‘supplier’: the
organisation that provides the system, or some of its elements. Although the acquirer
and supplier could be two parts of the same organisation, such as the capability devel-
opment directorate and the procurement directorate within a national defence ministry,
it is likely that they will be two separate entities, with a commercial relationship gov-
erned by a contract. The acquirer and supplier might be a national defence ministry
their prime contractor, or a contractor and one of their lower-tier subcontractors. The
standard is designed to be applied recursively at any level of the supply chain.

In such a contractual relationship, a responsible acquirer will wish to be assured that
the system that they are buying is adequately safe to protect their stakeholders’ interests
and that it is appropriate to pay the supplier. Conversely, the supplier will wish to know
that they have done enough to achieve acceptable levels of safety, both to justify their
claim for payment and to reduce the risk of future costs or reputational damage should
the safety performance of the system not be as intended. Unfortunately, it is difficult to
measure safety performance directly and test whether the safety effort has been ade-
quate. Demonstrating empirically that rates of harmful events are sufficiently low may
require lengthy in-service experience [13]. Demonstrating safety through testing is
made more difficult by the fact that defence systems are often expected to operate in a
wide range of different scenarios, and that when these systems are complex, they may
demonstrate emergent behaviour: unexpected behaviours that cannot be predicted from
analysis of the individual system elements, caused by interactions between those ele-
ments or between the system-of-interest and other systems or the environment. For
these reasons, sufficiently extensive testing in a full range of representative scenarios
will typically be impractical. The acquirer and supplier need a different method of judg-
ing that enough has been done, a method that can deliver an answer within the time-
scales required by their contractual payment plan.

Using a standard like IEC 63187-1 provides a potential solution. Its authors believe
that, once published as an international consensus standard, the standard will represent
recognised good practice in system safety engineering for complex systems. The prem-
ise is that if its requirements are complied with, it will lead to provision of assurance
that the system is (or will be) acceptably safe. This would allow the challenge of directly
demonstrating the safety of the system to be replaced by the — hopefully more tractable
— challenge of demonstrating conformity to the standard: showing that its requirements
have been met in the real world.

At time of writing, IEC 63187-1 has reached the Committee Draft for Vote (CDV)
stage of approval [4] and a Final Draft International Standard (FDIS) is being prepared.
As it approaches readiness for final publication, it is timely to ask what it will mean to
include IEC 63187-1 in a contract. What will a supplier have to do to conform, how
will they demonstrate that they have done so, and what assurance will conformity give
to the acquirer?
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This paper adopts an analytical approach based on interpretation of the IEC 63187-
1 CDV. The analysis focuses on implications for contractual application and conform-
ity assessment, rather than empirical evaluation.

1.3  Challenges in Demonstrating Conformity to IEC 63187-1

IEC 63187-1 takes a different approach to system safety than many other standards. It
does not specify particular properties of a system-of-interest that if ensured, will result
in an acceptable level of safety. Instead, it takes the view that if the right outcomes are
achieved by the processes that are used to engineer the system, then it will give confi-
dence that a safe system is likely to result. As the discipline of systems engineering has
been developed to manage the engineering of complex systems, IEC 63187-1 adopts
the systems engineering processes from ISO/IEC/IEEE 15288 — System and software
engineering — System life cycle processes [11]. It does not add new tasks, activities or
outcomes to these processes. Instead, IEC 63187-1 sets requirements and criteria on the
existing systems engineering process outcomes in ISO/IEC/IEEE 15288. These are in-
tended to ensure that safety is considered appropriately through the architecting and
management of the system design, throughout its life cycle. This relationship between
the standard means that conformance to IEC 63187-1 implies a requirement for con-
formance to ISO/IEC/IEEE 15288, at least to the level of outcomes (see section 2.2).

This approach is goal-based: rather than specifying exactly how each process should
be carried out, which activities should be implemented, which techniques should be
used or what documents should be produced, IEC 63187-1 requires the acquirer and
supplier to reach agreement on what will be done. Instead of giving detailed implemen-
tation guidance, IEC 63187-1 sets out how the outcomes required by ISO/IEC/IEEE
15288 should take safety into account and gives criteria to test whether this has been
achieved.

For example, one outcome of the ‘design definition process’ described in
ISO/IEC/IEEE 15288 is that “interfaces between system design elements comprising
the system are defined” [11]. The IEC 63187-1 CDV places a requirement on this out-
come that “safety relevant aspects of interfaces between system elements are defined”
[4], but does not state exactly how this should be done. Instead it gives criteria to help
determine whether the outcome has been achieved: the definition has to include safety
constraints on system design element interfaces, emerging hazards, and relevant aspects
of interfaces between the system design elements, human system elements and humans
external to the system. This makes the requirement testable, without being prescriptive.

The IEC 63187-1 approach is a very flexible: it allows the acquirer and supplier to
choose the precise activities that are carried out to be appropriate for their circumstances
and for the context of the system itself. Guidance such as the Safer Complex Systems
Framework [14] could be used to inform the exact choice of methodology, or more
recent guidance could be used as it becomes available. The standard also allows for
whatever life cycle model to be used that the organisations find suitable, and for newer,
more powerful tools and techniques to be adopted as they become available. This is
particularly important to allow IEC 63187 to be deployed in developing areas of
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technology such as artificial intelligence, where standards are rapidly evolving. How-
ever, this flexibility makes conformity assessment more challenging.

It is tempting for acquirers and suppliers to look for certification of conformity to a
standard, issued by a reputable certification scheme as a ‘badge’ that will indicate that
a product or supplier is good enough. ISO/IEC 17000 describes a ‘certification scheme’
as a type of conformity assessment scheme, i.e. a set of rules and procedures that iden-
tifies specified requirements, describes the entities those requirements will be applied
to and provides the methodology for determining whether they conform [10]. Conform-
ity assessment is used to determine whether products, systems, services or people con-
form to a standard or specification [5].

It is not appropriate to attempt to certify a system against IEC 63187-1 in the same
way that products may be certified to conform to standards such as IEC 61508 — Func-
tional safety of electrical/electronic/programmable electronic safety-related systems
[3]. While IEC 63187-1 does set clear requirements and criteria, they apply to the pro-
cess by which systems are engineered and do not specify testable properties of the sys-
tem itself.

It could however be possible to certify the systems engineering processes used by a
supplier, in the manner in which the processes forming a quality management system
may be certified to conform to standards like ISO 9001 — Quality management systems
— Requirements [8], or to certify the organisation’s capability to deploy their processes.
This would pose challenges. IEC 63187-1 is intended to be used as a flexible framework
for planning safety engineering activity, rather than a rigid set of processes, so it does
not provide a fixed set of rules to certify against. ISO/IEC/IEEE 15288, on which it is
based, also allows considerable variation in conformance. Nonetheless, although or-
ganisations are not typically certified against ISO/IEC/IEEE 15288 [17], the standard
does include an informative process reference model to support assessments, and some
organisations do advertise an ISO/IEC/IEEE 15288 certification service. A similar ap-
proach could be taken for IEC 63187-1.

While an organisational assessment of conformity to IEC 63187-1 could give evi-
dence of the organisation’s capability to use the standard, the fact that IEC 63187-1
calls for the acquirer and supplier to make agreements about their safety strategy means
that certifying a supplier in isolation does not give strong assurance about whether a
particular implementation of the standard will conform. The outcome-based nature of
both IEC 631871-1 and ISO/IEC/IEEE 15288 mean that the methodology needed to
demonstrate conformity will need to concentrate on testing that the outcomes are met,
rather than that a particular set of activities has been carried out; what this means in
practice may vary from system to system and will need to be agreed between the ac-
quirer and supplier as part of the Agreement Processes.

2 What Does “Conformity to IEC 63187-1” Mean?

2.1 Requirements and Criteria

According to Clause 6 of the CDV, conformance to IEC 63187-1 means that “all the
relevant requirements will have been satisfied to the required criteria specified and
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therefore, for each relevant clause and sub clause, all the normative clause objectives
have been met” [4]. What does this mean in practice?

Under the goal-based principle of its design, the normative clauses in IEC 63187-1
set out their objectives and define clear requirements and criteria to allow those objec-
tives to be satisfied. Conforming to the standard means meeting these requirements to
at least the level specified in the standard. More specifically, conformity requires not
just that relevant objectives are satisfied, but that they are demonstrated to be satisfied:
this is the first requirement of Clause 6.

Most of the requirements in IEC 63187-1 are not requirements for the system-of-
interest itself. Instead, they are intended to result in the establishment of an effective
system safety framework as an integrated part of the broader systems engineering ef-
fort. To actually improve safety, it is necessary to put this framework into effect. Hence
Clause 6 also contains a requirement that a claim of conformance also entails that the
following outcomes shall be achieved:

e Safety hazards of relevance to the system-of-interest are identified.

e Requirements on the system, its operation and throughout its life cycle stages to ad-
dress the contribution to hazards through causal or control aspects, are generated.

e The decomposition and allocation of requirements, including to enabling systems,
maintains their effectiveness in addressing contribution to hazards.

e Emergent properties/behaviour of the system implementation/operation that contrib-
ute to hazards are identified and treated.

e The system requirements addressing system contribution to hazards are satisfied.

e The confidence obtained in addressing the above is commensurate to the system’s
contribution to risk, and it is assured that this confidence is maintained throughout
the life of the system.

The above criteria capture the key purpose of IEC 63187-1: to provide assurance that
that hazards associated with a system are identified (including emergent hazards arising
from interactions in complex systems), that requirements are set to control the hazards,
and that those requirements are satisfied.

2.2 Relevant Requirements and Tailoring

In addition to the flexibility allowed in deciding how to conform to the requirements of
IEC 63187-1, there are several other areas of variability, concerning with which re-
quirements it is necessary to conform:

e the selection of which requirements are relevant;

e the choice of whether to implement systems engineering processes at the level of
tasks or outcomes; and

e the tailoring of requirements.

The concept of IEC 63187-1 is to enhance the systems engineering processes described
in ISO/IEC/IEEE 15288 [11]. However, ISO/IEC/IEEE 15288 recognises that not all
its processes will be relevant to every system development. It therefore allows
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conformity to be claimed to a declared subset of those processes. This relevant subset
may be influenced by factors such as the scope of what the supplier is contracted to
provide. If a particular ISO/IEC/IEEE 15288 process is not relevant to the systems en-
gineering effort, then it is likely that the corresponding requirements in IEC 63187-1
will not be relevant either. IEC 63187-1 recognises this and therefore only requires
satisfaction of ‘relevant’ clauses. However, it requires that the selection of which re-
quirements are considered relevant is made explicit and justified with regard to safety.

ISO/IEC/IEEE 15288 allows claims of either ‘full” or ‘tailored’ conformance to be
made. Full conformance may be declared either at the level of the tasks prescribed by
the relevant processes, or the outcomes that they are intended to achieve. Opting for
conformance to outcomes gives more flexibility to innovate instead of being con-
strained to standard tasks, while conformance to tasks can give the acquirer more un-
derstanding of the supplier’s processes. IEC 63187-1 sets its requirements and criteria
at the level of process outcomes, rather than modifying the ISO/IEC/IEEE 15288 ac-
tivities and task. This means that the choice of conformance to tasks or conformance to
outcomes does not directly affect IEC 63187-1 conformity, although the variability in
how outcomes are achieved increases the difficulty in certifying against the standard.
To ensure that the supplier has adequate understanding of the safety implications of the
processes in either case, IEC 63187-1 contains various requirements for the standards,
methods and techniques that will be employed to be documented and agreed between
the acquirer and supplier.

As an alternative to full conformance, ISO/IEC/IEEE 15288 also allows tailored
conformance to be declared, in which case the task requirements, activities or outcomes
for the relevant processes may be modified, deleted or not fully achieved. This may
affect which IEC 63187-1 requirements are relevant or imply the need for correspond-
ing tailoring. IEC 63187-1 allows such tailoring to take place, but the scope of the tai-
loring must be justified and agreed by the acquirer and supplier. Tailoring can diminish
the value of a conformity claim, because it can make it harder to understand what will
actually be done, and to justify that it is appropriate good practice.

2.3  Demonstrating Conformity

IEC 63187-1 does not stipulate how the acquirer and supplier should demonstrate that
its objectives and requirements have been satisfied. Instead, the standard requires a
safety acceptance strategy and a set of necessary safety-relevant deliverables to be
agreed between the acquirer and supplier, as part of the systems engineering Agreement
processes. However, the requirement for satisfaction to be demonstrated explicitly im-
plies a need for a safety case approach as part of the safety acceptance strategy.

The standard defines a ‘safety case’ as “all information from the system-of-interest
life cycle which is pertinent to the demonstration of the satisfaction of the requirements
of this document,” but does not define how this information should be structured or
presented. It would be possible to deliver the safety case as an unstructured set of doc-
uments, or a simple compliance matrix listing the requirements against references to
the evidence of their satisfaction. However, this may not be especially easy for the ac-
quirer to interpret and gain useful assurance information from.
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The IEC 63187-1 definition is also compatible with the interpretation of a safety case
as a specialisation of an assurance case: an “auditable artefact that provides a convinc-
ing and sound argument for a claim on the basis of tangible evidence under a given
context” [12], or less formally, a structured argument, supported by evidence, that the
system is safe. Such a safety case could build on the advice given in the SCSC Assur-
ance Case Guidance [1], by presenting a series of claims of conformity to the relevant
requirements, supported by reasoned arguments that provide a link from each claim to
the relevant evidence, the assumptions and context under which the claims are valid,
and the justification that the reasoning is sound.

Development of a complex system is likely to generate a significant quantity of in-
formation that will contribute to the safety case. IEC 63187-1 also sets requirements
for document control, configuration management and traceability that will apply to how
this information is managed. The standard does not require use of any particular tooling
to manage the safety case, but meeting these requirements is likely to be considerably
easier with effective tool support. This implies that tools that can automatically main-
tain consistency between safety artefacts and the system architecture, or highlight im-
pacted areas for review when changes occur, may be very valuable as an enabler to
demonstration of conformity. Model-Based Systems Engineering (MBSE) or Model-
Based Safety Analysis (MBSA) tools are likely to assist in this respect.

3 Implications for Contracting

From the discussion above, it should be apparent that using IEC 63187-1 in a contract
will not be as simple as quoting the title of the standard as a requirement and waiting
for the contractor to deliver. IEC 63187-1 places many requirements and criteria on the
outcomes of the ISO/IEC/IEEE 15288 Agreement processes (the Acquisition process
and the Supply process). These requirements for agreement are typically paired, with a
requirement on the acquirer in the Acquisition Process and a corresponding requirement
on the supplier in the Supply process. This gives the acquirer an explicit, active role to
play in the implementation of the standard and means that conformity cannot be
achieved by the supplier in isolation.

During the Acquisition process, the acquirer will need to prepare a request for supply
(also known as an invitation to tender or negotiate), that sets out what they are request-
ing. In the parallel Supply process, the supplier prepares a response to this request, and
the two parties must reach an agreement on what will actually be done. This agreement
is similar in purpose to the Development Interface Agreement (DIA) described in
Clause 5 of ISO 26262 Part 8 [9]. Indeed, when ISO 26262 is used for the realisation
of a system element in a wider IEC 63187 system, then the agreements required by IEC
63187 are likely to be combined with the DIA.

The agreement is required to cover topics such as:

o the safety strategy that will be implemented by the supplier, including potential se-
lection or tailoring of systems engineering processes;
o the recursion strategy for applying the standard at lower levels of the supply chain;



Gaining system safety assurance through conformity to IEC 63187-1 9

o the safety acceptance strategy that the acquirer will use to determine whether the
system safety effort is acceptable;

¢ safety requirements for the system elements that will be supplied;

e the Measures of Importance (Mol) scheme that will be applied to safety artefacts;

e standards, methods and techniques to be applied in analysis and development of the
system, and acceptable routes to realisation;

¢ relevant quality evaluation criteria; and

e safety planning and allocation of responsibilities.

The request/response/agreement sequence established by the Acquisition and Supply
processes gives flexibility for the acquirer to impose constraints where necessary, but
also for the supplier to innovate or suggest where requirements are not practical. In
principle, the acquirer could allow the supplier complete freedom to make proposals on
the topics above. However, this would greatly increase the risk that the either the sys-
tem-of-interest itself or the assurance provided about the system would not meet expec-
tations. The request for supply allows the acquirer to include requirements or prohibi-
tions aligned to factors such as integration with their internal processes and tooling,
local regulatory or legal constraints (important on international projects), or the risk
appetite of their organisation.

A particularly important area for the acquirer to influence is the Mol scheme. This
is used to assign a measure of importance to safety artefacts such as detriments, hazards,
safety requirements and safety objectives, as described in [6, 7]. The Mol allows trade-
offs to be made, guides the application of engineering effort, and indicates where
greater levels of assurance are needed. While it is important for the Mol scheme to
interface effectively with supplier processes, it is essential that it properly reflects fac-
tors that are of concern to the acquirer and their stakeholders.

For the acquirer to comply with the requirements placed on them by IEC 63187-1 is
likely to mean that more up-front work is required by contracting authorities when us-
ing the standard to acquire a complex defence system. This effort is required both to
prepare the request for supply, and to check that the supplier’s proposal is acceptable.
The expected pay-off for this extra effort is a better understanding of the context and
safety requirements for the system and reduced ambiguity about what will be done and
what safety assurance will be provided. This is beneficial to both parties, increasing the
likelihood that an acceptably safe system will be delivered on time, on budget and with
sufficient safety assurance to give confidence that it is actually safe enough.

4 Threats to Validity

The analysis presented in this paper is based on the Committee Draft for Vote of IEC
63187-1, rather than the published standard. This means that its requirements and mech-
anisms for conformity may change prior to official publication. The interpretation pre-
sented here reflects the authors’ understanding from involvement in development of the
standard and may not reflect all stakeholder perspectives. Additionally, the standard is
not yet available for empirical use, and further challenges to demonstrating conform-
ance may become apparent on practical application.
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5 Conclusions

This paper has explored how it may be possible to demonstrate conformance to IEC
63187-1, based on analysis of the Committee Draft for Vote of the new standard, and
of ISO/IEC/IEEE 15288, to which it is closely linked.

IEC 63187-1 provides a flexible framework for embedding system safety into sys-
tems engineering processes, based around a set of agreements between an acquirer and
supplier. Its flexibility comes from its goal-based approach, setting requirements on
outcomes rather than specific development or analysis methods, system architectures
or properties of a deployed system. The systems engineering lifecycle processes on
which it is based can also be tailored, in the manner allowed by ISO/IEC/IEEE 15288.
This flexibility allows the implementation of the standard to be optimised to be propor-
tionate to the project in question and to meet stakeholder requirements. However, it
means that conformance to the IEC 63187-1 is contextual to a particular agreement
between a specific acquirer and supplier. It may not be feasible to certify generic con-
formance to the standard, either at a product or an organisational level.

Although organisational certification may provide confidence in the ability of an
acquirer or supplier to implement IEC 63187-1, it is likely to be necessary to demon-
strate conformity to the standard on a case by case and contextual basis for a given
system-of-interest. This will involve identifying the relevant processes and activities,
assuring that the necessary inputs have been provided to allow the IEC 63187-1 frame-
work to be implemented, and evaluating whether the required outcomes have been
achieved. Part of the standard’s requirements are concerned with achieving agreement
up front on exactly how this will be done.
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